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CAN: F51Hi| 28 /1 M 2% (Controller Area Network)

0ASTS: &5F40 1= BARUMEIE HEZH 21 (Organization for the Advancement of Structured Information
Standards)

PWM: Jkobos B iE &) (Pulse—width modulation)

EIN: &R 58S (Equipment Identification Number)

DTU: ##fefitith (Data Transfer Unit)

ICCID: R HEIRMIL, BISIMEES (Integrate Circuit Card Identity)

SOC: fuf FARAS (State Of Charge)

TCP: A&&d=iilri (TCP, Transmission Control Protocol)

IP: HHEcMPBMY  (Internet Protocol)

MQTT: 78 BEFAFZNALS; (Message Queuing Telemetry Transport)

JSON: JSxf 44k (JavaScript Object Notation)
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HEE Mileage float Km A
iR Speed float Km/h A
L E ThrottlePosition int32 % B
M E BrakePosition int32 B &M 13
UL MotorRPM int32 RPM A
CER I MotorTemperature float B
a1 28 U ControllerTemperature float B
FLL A AT AE MotorTorque float N« m B
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SR BatteryCurrent float A A
SOC S0C float % A
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FEL ) 10 T FH 18 2% B 4% BE AL 85 BT LA R B 42 N8 8 B TP (B 48 ) Al 1, FEmT AR
R 1P (B4 MmO HME R .

HLBh I % 2% 54T W21 & 1A B35 PRSI TCP MQTT,  #ddie N RSl i & i 57 &
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header ): Keep ‘
&

Alive

WAET R FREIUER (ProductKey. DeviceName Al DeviceSecret) i%#%.

mgttClientId: clientId+”|securemode=3, signmethod=hmacshal, timestamp=132323232|"
mgttUsername: deviceName+”&”+productKey

mqttPassword: sign hmac (deviceSecret, content)

maqttClientId: #=F| |[PAT ESH.

clientld: R7R% ¥ 1D, BB MAC bk 5% SN 45, 64 D15 .
securemode: #x HAT %M, Wik{Ef 2 (TLS H#EMN) 3 (TCP EIEMRRD) .
signmethod: FIRZZFLEIM ., K hmacmd5, hmacshal fil hmacsha256, ERiAA
hmacshal.

timestamp: Ko 4ATH [AZFME, 7T DAAE IS,

mqttPassword: sign &4 IR GRS WS EIEFMHT 5, R signmethod M1%E.
content M NI IR 251128 (ProductKey. DeviceName. timestamp £l
clientld) , #ZEFRIGFHT, REKHSHERRDHEE.

ZRUE

MQTT #J CONNECT
WLSH

fi#% clientld = 12345, deviceName = device, productKey = pk, timestamp =
789, signmethod=hmacshal, deviceSecret=secret, HSA{#iF TCP 75 IR L MQTT
PSR

mgttclientId=12345]securemode=3, signmethod=hmacshal, timestamp=789|
mqttUsername=device&pk

mqttPassword=hmacshal (“secret”, “clientId12345deviceNamedeviceproductKeypkt
imestamp789”). toHexString () ;

HN% 5 (1) Password Ay kil 16 Hil =R/ 8, RIS RA:
FAFD82A3D602B37FBOFASBT892F24A4TTER5 sk
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TopicrtiafT i1 & 5Bt i L 18] LS o Ao e MBI Topi ¢ SEBLH 2 M AR MR, Mt 58
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Topic & X

1% 2K Topic:

/sys/{ProductKey}/{DeviceName}/thing/event/property/post

R A A% 2
{
"id": "123",
"version": "1.0",
"params": {
"Mileage": {
"value": 10000,
"time": 1524448722000
}s
"Speed": {
"value": 36,
"time": 1524448722000

}
2

"method": "thing.event.property.post"

M ¥ Topic:
/sys/{ProductKey}/{DeviceName}/thing/event/property/post_reply
M 7 54 it 2
{

"id": "123",

"code": 200,

"data": {}
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method String R 7. BUE: thing. event. property. poste
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HRZH WLl EoRfilr, B B TIPS B Mileage (HRFE) AN
Obiect Speed () MEE. BABHESE, WEFEM LIRIEE (tine) 1L
parans P B (value)
JE I EARIS TR, SRAYN UTC R A
ESHON LT B WA SN, AR N AL W B, B
time Long S A I )
o #7 bA% time, “PEIRAE LA AIE & M LA
o HALAL time, P& HINERJEME BRI RIFFRAE
value Object R BB PEE.
7 6 HHNS ¥R
¥ byt L]
4 Sipi HE ID5, String MM HFE, BUATEHE 074294967295, HAEMHE 1D 784
' e L4 o B I — P
code Integer gk BARSHT .
data | Object TSR BT, R [E] R . [ E
R"T7 ERRTHE
iR HE g
200 success TR .
400 request error WEBIRSSHE R, BRI R AR AR R
460 request parameter error HRZSHHE R, WEASKRERM
429 too many requests R T
460 request parameter error THRSH IR .
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{
"code":400,

"message":"Access denied.",
llbody" Jn

}
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E B
vehiclestatus AR B AH S EE

5.5.6 HEREHIE

URI
POST /api/workflow/vehiclestatus
Path Z%. W3 12.

% 12 Path &%

BH 5

7 x

query Z#: W 13,

#< 13 query ¥

3 B3 Vi
Id B ME— 5 &
AccessKeyld I %47 1D &
TR TR . H s 3% 18 1S08601 Fniti s, I 75 Efd
, UTC i [H]. 434 YYYY-MM-DDThh:mm:ssZ. o
Timestamp L fE
B, 2016-01-04T12:00:00Z F£~Ab5THSE] 2016 45 01 H 04 H
20 5.0 43 0 F5,
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Result string success: KIAJ%Y) failed: Ki%k KN

iR W& 15,

7 15 $RIRA

HTTP REMH | #HRG | #HRAWER | POURE | JOURE B

IERNCE

URI
http://ip:port/api/workflow/vehiclestatus?id=0001 & AccessKeyld=LTAIStHU2 fmv*****&Signature=AM1cQ*
**& Timestamp=2021-05-20T12:00:00Z

Header

application/json; charset=utf-8

Body

{
" Soc ": 98.5,

}

INE=SINTP
Status
200 OK

Header

application/json; charset=utf-8

Body

{
" Result ": " success " /* FHE AL */

}
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400 Bad Request JIR 55 %8 R Be AL BRI 5K
400 Access denied BB R

500 Internal Server Error | R AR TEM . REEE .

501 Not Implemented THRAR T MRS A SCFE TG R T fE
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503 Service Unavailable | i&>K KK . RGLEH FH o

504 Gateway Timeout WX R

5.5.8 BUEME
Bl a5 AR st i F e 4 a7, i SuEfE i 2 4.
5.5.9 FMMBIRER

IBAT I G R R G R R T 07 SR, B R A PR T r s i e FH A R A
RISATHAE, FOIEEE FT AN 5, AR AT AR DD e AT AT

11



